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Tracking multiplelog filesin real timein Linux console/ terminal
(MultiTail)

Author : admin

@aiin  PepaktupaHe Warnen TepceHe TepumuHan  [Moanpozopud  Momoud

TML, like Gecko) Version/4.0 Mobile Safari/533.1"

157.55.35.38 - - [27/Jul/2013:18:56:10 +0300] "GET /blog/liturgy/?cid=30220 HTTP/1.1" 200 19399 "-" "Mozilla/5.8
(compatible; bingbot/2.0; +http://www.bing.com/bingbot .htm)"

66.249.72.155 - - [27/Jul/2813:18:56:12 +0300] "GET /blog/tag/svg-file/ HTTP/1.1" 206 21271 "-" "Mozilla/5.@ (co

mpatible; Googlebot/2.1; +http://www.google.com/bot.html)"

66.249.72.155 - - [27/]ul/2013:18:56:13 +0300] "GET /blog/tag/ancient-churches/ HTTP/1.1" 200 17355 "-" "Mozilla

/5.8 (iPhone; U; CPU iPhone 0S 4_1 Tlike Mac 0S X; en-us) AppleWebKits532.9 (KHTML, like Gecko) Version/4.0.5 Mob

ile/8B117 Safari/e531.22.7 (compatible; Googlebot-Mobile/2.1; +http://www.google.com/bot.himl)"

95.83.253.239 - - [27/Jul/20813:18:56:20 +0300] "GET /images/orthodox_symbols/chirhoao.gif HTTP/1.1" 200 3151 "ht

tp://www.google.ie/search?safe=of f&tbm=isch&sa=18ei=C03zUbvGKuOI7AbLO9YDwWBQ&g=real+holy+symbols&og=real+holy+symb

ols&gs l=mobile-gws-serp.3..015.28034.45842.0.46234.22.16.0.1.1.0.946.3921.071717012j013.7.@....0...1c.1.22.mobi

le-gws-serp..17.5.1790.ckLq00YSY18&biw=3208b1h=3566521=T-3zUaDD08Kp7QbwvIDYCg" "Mozilla/5.0 (iPod; CPU iPhone 0S
6_1_2 like Mac 0S X) AppleWebKit/536.26 (KHTML, like Gecko) Version/6.0 Mobile/18B146 Safari/g8536.25"
108.163.232.171 - - [27/Jul/2013:18:56:24 +0300] "GET /blog/a-holy-liturgy-tsarevo-church-on-a-sea-rocks/ HTTP/1
.@" 200 19819 “"http://pc-freak.net/" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@ 6 8) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/27.0.1453.116 Safari/537.36"[

B8] /var/log/apacheZ/access.log 213MB - 2013/07/27 18:56:28
[Sat Jul 27 18:46:17 2013] [error] [client 71.224.110.210] File does not exist: /var/www/apple-touch-icon.png
[Sat Jul 27 18:46:17 2013] [error] [client 71.224.110.210] File does not exist: /var/www/apple-touch-icon-precom

posed.png

[Sat Jul 27 18:46:18 2013] [error] [client 71.224.110.210] File does not exist: /var/www/apple-touch-icon.png
[Sat Jul 27 18:45:20 2013] [error] [client 71.224.110.210] File does not exist: /var/www/apple-touch-icon-precom

posed.png

[Sat Jul 27 18:46:20 2013] [error] [client 71.224.110.210] File does not exist: /var/www/apple-touch-icon.png
[Sat Jul 27 18:47:11 2013] [error] [client 77.85.23.171] File does not exist: /var/www/faith/bible/audio-bible/f

avicon.ico

[Sat Jul 27 18:47:11 2013] [error] [client 77.85.23.171] script '/var/www/falth/bible/audio-bible/missing.html’

not found or unable to stat

[Sat Jul 27 18:47:38 2013] [error] [ Y ] File does not exist: /var/www/0202-exploits

[Sat Jul 27 18:48:40 2013] [error] [client 66.249772.223] File does not exist: /var/www/0202-exploits

[Sat Jul 27 18:51:25 2013] [error] [client 66.245.72.223] File does not exist: /var/www/0202-exploits

[Sat Jul 27 18:53:29 2013] [error] [client 66.245.72.126] File does not exist: /util/exploitworld/0907-exploits
[Sat Jul 27 18:54:14 20813] [error] [client 180.76.5.154] File does not exist: Jutil/exploitworld/G8lG6-exploits

1] /var/log/apache2/error.log 14MB - 2013/07/27 18:56:26

client 66.249,72.223

Whether you have to administer Apache, Nginx or Lighttpd, or whatever other kind of daemon which
interactively logs user requests or errors you probably already know well of tail command (tail -f

Ivar llog/apache2/access.log) is something Webserver Linux admin can't live without. Sometimes
however you have number of Virtualhost (domains) each configured to log site activity in separate log
file. One solution to the problem isto use GNU Screen (screen - termina emulator) to launch multiple
screen session and launch separate tail -f /var/log/apache2/domainl/access.log , tail -f

Ivar [log/apache2/domain2/access.log etc. This however isabit of hack and except configuring screen to
show multiple windows on one Virtual Terminal (tty or vty in gnome), you can't really see output
simultaneously in one separated window.

Here is where multitail comes handy. MultiTail istool to visualize in real time log records output of
multiple logs (tails) in one shared terminal Window. MultiTail iswritten to use ncur ses library used by a
bunch of other useful tools like Midnight Command so output is colorful and very nice looking.

Hereis MultiTail package description on Debian Linux:

linux:~# apt-cache show multitail|grep -i description -A 1
Description-en: view multiple logfiles windowed on console
multitail lets you view one or multiple files like the original tail
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Description-md5: 5e2f688efb214b063bdc418a705860al
Tag: interface::text-mode, role::program, scope::utility, uitoolkit::ncurses,
root@noah:/home/hi po# apt-cache show multitail|grep -i description -A 1
Description-en: view multiple logfiles windowed on console

multitail lets you view one or multiple files like the original tail

Description-md5: 5e2f688efb214b063bdc418a705860al
Tag: interface::text-mode, role::program, scope::utility, uitoolkit::ncurses,

Multiple Tail is available across most Linux distributions to install on Debian / Ubuntu / Mint etc. Linux:

debian:~# apt-get install --yes multitail

On recent Fedora / RHEL / CentOS etc. RPM based Linuces to install:

[root@centos ~]# yum -y install multitail

On FreeBSD multitail is available to install from ports:

freebsd# cd /usr/ports/sysutils/multitail
freebsd# make install clean

Onceinstalled to display recordsin multiple files lets say Apache domain name access.log and error.log

debian:~# multitail -f /var/log/apache2/access.|og /var/log/apache2/error.log

It has very extensive help invoked by simply pressing h while running
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root@pcfreak /var/llog/apache2/access.log (Sat Jul 27 18:56:45 2013) [0.030000] - | O

@aiin PepakTupade Warneq TepceHe Tepumunan [Mognpozopun  Momouw

r -\
[ |

| root@pcfreak /var/leg/apache2/access.log (Sat Jul 27 18:56:45 20...

66.249.72.155 - - [27/Jul/2013:18:56:39 +0300] "GET /blog/manage-tasks-and-processes-on-your-cellphone-with-task
spy/?cid=748&replytocom=186 HTTP/1.1" 200 18666 "-" "Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.
com/bot . html)"

66.249.72.155 - - [27/Jul/2013:18:56:41 +0300] "GET /blog/tag/how-to-redirect-http-to-https-port-88-to-443-with-
apache-2-2-on-debian-lenny/?cid=30306 HTTP/1.1" 200 16326 "-" "Mozilla/5.0 (compatible; Googlebot/2.1; +http://w
ww.google.com/bot .html) "

173.243.120.85 - - [27/Jul/2013:18:56:43 +0300] "GET /blog/what-is-the-facebook-recommended-profile-picture-logo

-size-for-better-sec-marketing-few-basic-facebook-marketing-tips/ HTTP/1.0" 200 21948 "http://www.pc-freak.net/b
log/what -is-the-facebook - recommended-profile-picture-logo-size-for-better-seo-marketing-few-basic-facebook-marke

ting-tips/" "Mozilla/5.0 (Win §] 1, ctr it ML, like Gecko) Chrome/4.0.22
1.7 Safari/532.2" MultiTail lets you create one or more windows in

5.135.210.21 - - [27/Jul/2013] one terminal. In each window one can menitor one al-confirmation-on-debian-php
bb-forum-ver-3-0-2-4/ HTTP/1l.| or more logfiles and(!)/or the output of external ows MT 5.1) AppleWebKit/537.3
6 (KHTML, 1ike Gecko) Chrome/| programs: when using multiple inputs, they get

199.30.16.35 - - [27/Jul/2013| sutomatically merged. ne_cross _lg.jpg HTTP/1.1" 200
35165 "-" "msnbot-media/1.1

B8] /var/log/apache2/access.l| In the main menu cne can do add/delete windows, 213MB - 2@13/07/27 18:56:45
[Sat Jul 27 18:47:11 2013] [e| move them, swap them, set regular expressions, set |le/audio-bible/missing.html’
not found or unable to stat color{-schemes) etc.

[Sat Jul 27 18:47:38 2013] [e Jwww/0202-exploits

[Sat Jul 27 18:48:40 2013] [e| One can press the following keys: Jwww/0202-exploits

[Sat Jul 27 18:51:25 2013] [e quit the program Jwww /0202 -exploits

[Sat Jul 27 18:53:29 2013] [e this help 1/exploitworld/0907 -exploits
[Sat Jul 27 18:54:14 2813] [e search in all windows Jexploitworld/@106-exploits
[Sat Jul 27 18:56:35 2013] [e + ﬂ highlight in all windowsl n.php' not found or unable to
stat

[Sat Jul 27 18:56:36 2013] [error] [client 81.213.165.203] File does not exist: Jvar/www/administrator

[Sat Jul 27 18:56:36 2013] [error] [client 81.213.185.203] script '/var/www/admin.php' not found or unable to st
at

[Sat Jul 27 18:56:36 2013] [error] [client 81.2135165.283] File does not exist: fvar/www/bitrix

[Sat Jul 27 18:56:36 2013] [error] [client 81.213.165.203] script '/var/www/admin/login.php' not found or unable
to stat

[Sat Jul 27 18:56:37 2013] [error] [client 81.213.165.203] File does not exist: Jvar/www/user

01] /var/log/apache2/error.logi = Yol s sl T =1 o 14MB - 2013/07/27 18:56:44

Even better multitail is written to already have integrated color schemes for most popular Linux services
log files

root@noah error.log (Sat Jul 27 18:58:27 2013) [0.270000] - | O

@aiin  PepaktmpaHe MWarneg TuwpceHe Tepuwnan Moanpozopun  Momowy

f
|

| root@noah error.log (Sat Jul 27 18:58:27 2013) [0.270000]

127.6.0.1 - - [03/Jun/2013:2@:45:59 +0300] "GET / HTTP/1.1" 200 454 "-" "check_http/vl.4.16 (nagios-plugins 1.4.
1g)"

127. 1 - - [03/Jun/2013:20:58:55 +0300] "GET / HTTP/1.1" 200 454 "-" "check_http/vl.4.16 (nagios-plugins 1.4.
18)"

127. 1 - - [03/Jun/2013:20:55:59 +0300] "GET / HTTP/1.1" 200 454 "-" "check_http/vl.4.16 (nagios-plugins 1.4.
18) "

127.6.0.1 - - [03/Jun/2013:21:00:59 +0300] “"GET / HTTP/1.1" 200 454 "-" "check_http/vl.4.16 (nagiocs-plugins 1.4.
18)"

127.0.0.1 - - [B3/]] Select scheme(s) agios-plugins 1.4.
16)" Space to toggle, enter to proceed, "g to abort

127.6.0.1 - - [83/]] |NNEE ail (BSD-) process accounting reader agios-plugins 1.4.
16)" [ ] acpitail Show temperature/battery/etc info

127.60.0.1 - - [@83/]] [X] apache default Apache logging (webserver) agios-plugins 1.4.*
16)" [ 1 apache_error default Apache error legging |
127.0.0.1 - - [83/]| [ ] argus Argus http://qosient.com/argus/ agios-plugins 1.4.
16)" [ 1 asterisk software PBX

B8] access.log [ ] audit 013/87/27 18:59:00
[Mon Jun 03 15:25:5| [ ] bind nable to stat

[Mon Jun 03 15:41:3| [ ] boinc BOINC http://boinc.berkeley.edu/ nable to stat

[Mon Jun 03 15:57:2| [ ] boinctail BOINCTail http://www.vanheusden.com/boinctail/ nable to stat

[Mon Jun 03 16:13:0| [ ] checkpoint Checkpoint Firewall-1 nable to stat

[Mon Jun 03 16:28:4| [ ] clamav clamd logging nable to stat

[Mon Jun 03 16:44:3| [ ] cscriptexample this is a barely functional example script nable to stat

[Mon Jun 03 17:00:1| [ ] dhcpd nable to stat

[Mon Jun 03 17:15:5| [ ] errpt ALX error reporting tool nable to stat

[Mon Jun 03 17:31:4) [ ] eximl nable to stat

[Mon Jun 03 17:47:2 nable to stat

[

Mon Jun 03 17:51:19 2013] [notice] Graceful restart requested, doing restart
apache2: Could not reliably determine the server's fully qualified domain name, using 192.168.0.3 for Serverhlame
[Mon Jun 03 17:51:25 2013] [notice] Apache/2.2.22 (Debian) PHP/5.4.4-14 configured -- resuming normal operations
[Mon Jun 03 18:03:17 2013] [error] [client 127.0.08.1] script '/var/www/rss.php' not found or unable to stat

[Mon Jun 03 18:19:01 2013] [error] [client 127.0.08.1] script '/var/www/rss.php' not found or unable to stat

[Mon Jun 03 21:21:22 2013] [notice] caught SIGTERM, shutting down
@1] error.log 7KB - 2013/07/27 18:59:00

List of supported MulLog Color schemes as of time of writting articleis:

acctail, acpitail, apache, apache _error, argus, asterisk, audit, bind, boinc, boinctail ,checkpoint, clamav,
cscriptexample, dhepd, errrpt, exim, httping, ii, inn, kerberos, lambamoo, liniptfw, log4j, mailscanner,

3/5



; : : Walking in Light with Christ - Faith, Computing, Diary
. iy Articles & tips and tricks on GNU/Linux, FreeBSD, Windows,
: o ' mobile phone articles, religious related texts

http://www.pc-freak.net/blog

motion, mpstat, mysgl, nagtail, netscapeldap, netstat, nttpcache, ntpd, oracle, pOf, portsentry, postfix,
pptpd, procmail, gmt-clamd, gmt-send, gmt-smtpd, gmt-sophie, gmt-spamassassin, rsstail, samba,
sendmail, smartd, snort spamassassin, squid, ssh, strace, syslog, tcpdump, vmstat, vnetbr, websphere,
wtmptail

To tell it what kind of log Color scheme to use from cmd line use:

debian:~# multitail -Csapache /var/log/apache2/access.log /var /log/apache2/error.log

@aiin PepakTupade Warneq TepceHe Tepumunan [Mognpozopun  Momouw

hipo@noah: ~/Desktop/Multitail

5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)"

66.249.72.155 - - [27/Jul/2013:22:22:52 +0300] "GET /blog/wp-admin/admin-ajax.php?postviews_id=418l&action=postv
lews& =1373760000008 HTTP/1.1" 200 492 "http://pc-freak.net/blog/thomas-sunday-the-end-of-the-bring-paschal -week
/7cid=28357" "Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)"

66.249.72.155 - - [27/Jul/2013:22:22:54 +0300] "GET /bBlog/wp-admin/admin-ajax.php?postviews_id=673&action=postvi
ewsd_=1373760000000 HTTP/1.1" 200 431 "http://pc-freak.net/blog/this-sunday-vampire-hunter-d-the-princess-bride/s
" "Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)"

180.76.5.163 - - [27/Jul/2013:22:22:53 +0300] "GET /blog/tag/startup-folder/ HTTP/1.1" 200 16856 "-" "Mozilla/S.
Q0 (compatible; Baiduspider/2.0; +http://www.baidu.com/search/spider.html)"I
0@] /var/log/apacheZ/access.log 218MB - 2013/07/27 22:22:54

01] /var/log/apache2/error.log 14MB - 2013/07/27 22:22:51

Useful feature isto run command display in separate Windows while still following log output, i.e.:
[r oot @centos.~]# multitail /var/log/httpd.log -I " netstat -nat"
Multitail can also merge output from files in one Window, while in second window some other log or
command output is displayed. To merge output from Apache access.|og and error.log:
debian:~# multitail /var/log/apache2/access.log -1 /var/log/apache2/error.log
When merging two log files output to show in one Window it is useful to display each file output in
different color for the sake of readability

For example:
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debian:~# multitail -ci green /var/log/apache/access.log -ci red -1 /var/log/apache/error.log

[Sat Jul 27 21:45:42 2013] [error] [client 46.161.41.24] script '/var/www/mediawiki/indzx.php' not found or unab

le to stat

[Sat Jul 27 21:46:10 2013] [error] [client 66.249.72.223] (13)Parmission denied: file permissions deny server ac

cess: /var/www/sploits/exploit-dbcom/plat forns/freebsd/local /22574 .01

[Sat Jul 27 21:46:47 2613] [error] [client 78.164.206.20] script '/var/waw/wp-login.php' not found or unable to

stat

[Sat Jul 27 21:46:48 2013] [error] [client 78.164.266.20] File does not exist: /var/www/administrator

[Sat Jul 27 21:46:48 2013] [error] [client 78.164.266.20] script '/var/wwa/admin.php' not found or unzble to sta

t

[Sat Jul 27 Z1:46:48 2013] [error] [client 78.164.206.20] File does not exist: /var/www/bitrix

[Sat Jul 27 21:46:48 2613] [error] [client 78.164.206.20] script '/var/www/adnin/login.php' not found or unable

to stat

[Sat Jul 27 21:46:48 2013] [error] [client 78.164.206.20] File does not exist: /var/wew/user

216.59.3.106 - - [27/ul/2013:2Q47:06 +6300] "GET /blog/uhat -1s-the-facebook - recommended-profile-picture-logo-s

1ze-for-better-seo-marketing-few-basic-facebook-marketing-tips/ HTTP/L.6" 301 474 “nttp://www.pc-Treak .net/blog/

ahat-1s-the-facebook - recommanded-profile-picture-logo-size-for-better-seo-narketing-few-basic-facebook -marketing

-tips/" "Mozi11a/5.0 (Windows; U; Windows NT 6.1; en-US) AppleWebKit/532.2 (KHTML, 1ike Gecke) Chrome/4.0.221.7

Safari/s32.2"

70.73.128.44 - - [27/Ju1/2013:21:47:12 +0306] "GET /images/gdnsetup debian 1inux screenshot.png HTTP/L.1" 208 90

352 "https://www.google.ca/" "Mozilla/5.0 (Linux; Android 4.2.1; ME30LT Build/JOP4GD) AppleebKit/537.36 (KHTML,
1ike Gecko] Chrome/28.0.1560.94 Safari/537.36"

56.249.72.155 - - [27/0u1/2013:21:47:19 +6306] "GET /blog/tag/gnome-desktop-environment/ HTTR/1.1" 200 30453 "-"
"Mozilla/5.6 (conpatible; Googlebot/2.1; +http://ww.google.con/bot.htnl) ']

3] /var/log/apache?/access. Lol SN BICA L R T 207MB - 2013/67/27 21:47:22

To display output from 3 log files in 3 separate shared Windows in console use:

linux:~# multitail -s 2 /var/log/syslog /var/log/apache2/access.log /var /log/apache2/error .log

For some more useful examples, check out MultiTail's official page examples
Thereis plenty of other useful things to do with multitail, for more RTFM :)
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