Installation guide for SecureW2 software to get access to the wireless network of HAN University

Requirements: Microsoft Windows XP and user-id HANaccount.

You will find the software (and this documentation) on www.han.nl/insite/english. From here choose ‘Service’ >
‘Facilities/Manuals’ > ‘HANWireless’ - ‘Manuals and software wireless networking and printing’

The installation is straightforward: Click on ‘SecureW2_EAP_Suite_HAN"’. In the ‘File Download’ box click ‘run’.
Follow next instructions steps. After installation system has to reboot!

1. Select your preferred language. ‘English’, ‘Nederlands’ or ...... Then click OK.
2. Welcome message Information. Click “Next”.

3. License Agreement. Click on "I Agree”.

4. Components to install. TTLS 4.0.0 (is default). Just click on “Install”.

£ SecureW?2 EAP Suite 1.0.6 for Windows Setup |
O Completing the Securew?2 EAP
— Suite 1.0.6 for Windows Setup
S ec u reW2 Your computer musk be restarted in order bo complete the

installabion of Secure'? EAP Suite 1.0.6 For Windows. Do
wou want to reboot now?

(%) Reboot now

(O} want bo manually reboot later

] Wireless Network Connection bad

Click. here ko select a certificate or other credentials For
conneckion to the nebwork han

1
e
\

Finish [ Cancel

5. Click “Finish”. System reboots and SecureW2 is 6. After reboot you see in lower-right corner a popup
installed.(wait a few seconds ). Click on this popup.

SecureW?2

Enter vour HAMaccount and password:

Hikaccount: | Your HAkaccounk | -

7] Wireless Network Connection is now connected

PaSSWUrd: | LI LIl Ll LYl L)) |

Connected to: han
Dornain; | | Signal Strength: Yery Good

Save user credentials
[ Ok kjl Cancel ]

7. Fill in your HANaccount and password. 9. Installation done. After a moment the connection is ready
8. Don't forget to check option ‘Save user credentials’. for use. Enjoy
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Next part is only for Problem solving:

Check your HANaccount, password and configuration. Perform a check for all settings in windows.

B Control Panel

Ele Edt View Favorites Took  Help
DBk - @ - | O search [y Folders | [~
tddvess | G Contrel panel v B

ﬂ’ Control Panel ; G’ i @ % % ig @

Accessibiity AddHardware  Addor  Administrative  Automatic EDE Date and Time  Display
Options Remov... Tools Updates  Administrator
v

w2 e W s & B
Falder Options Fonts Game Intel PROSEL Internet Jawa Plug-in Keyboard Mouse
Controllers Options

@ @ @ )b 4 L a @

NVIDIAnView  Phone and  Power Options Printersand  QuickTime  Regional and

See Also

BurnRights Desktop M...  Modem ... axes Language ...
2 2 ¢ ¥T N 9@ w W
Seanners and  Scheduled Security SigmaTel Software Sounds and Speech System

Cameras Tasks Center Audio Explorers  Audio Devices

A 2 e <

Taskhar and  User Accounts  Windows Wirelsss
Start Menu Firewall  Metwork Set..

1.Start = Control Panel = Network Connections

" Network Connections

Fle Edit ‘Wew Favorites Tools  Adwanced  Help ﬂ.

QBak - O )0 search [ Folders | [

Address e__Network Connections v| >

Connected, Firewalled

Network Tasks ¥,

Other Places ¥

Details

ewalled

WMpare WMsare Local Area 1394 Local Area
Rletw, . et Connection  Connection  Connection 3

2. - right-click the ‘Wireless Network Connection’.
3. > Choose Properties.
4. > Select -tab- Wireless Networks.

I

il ze Wwindows bo configure my wireless nebwork settings!

Available networks:

To connect to, disconnect from, or find out more information
about wirelesz networkz in range. click the button belows.

Automatically connect to available networks in the order ligh —
below:

T han [Automatic) = b owve up
R SpeedT ouchDE7BFE [Automatic)

A Z104 [Automatic)

[ Sdd. .. ] [ Bemowve J [ Properties ]
~—
Learn about zetting up wireless netwark

configuration.

L OF. ] [ Cancel ]

5. Don'’t forget to check the tick ‘Use Windows to configure my wireless....’

6. Select ‘han’ > then choose ‘Properties’.
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Wireless Hetwork Conn Properties |E||z| 5
General | ‘wireless Nebworks _.t'l'«.dvanc:edl /—

[ Wisw Wireless Metworks ]
6
Preferred nebworks: /_
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han properties

— SecureW2 Configuration. ——
Azzociation | Authentication | Connection |
Select thiz option to provide authenticated nebwork. access for @
wireless Ethernet networks.
—"
Enable IEEE 802.1x authentication for thiz retwork S e C u reW2

EAP tupe: i Secure'W2 EAP-TTLS w | 4,0,0(17)
Prafile

Prafile: I HARM Wireless Connection __v_j

Authenticate as computer when computer information is available

Mew I Configure % Delete ]

[] Authenticate as guest when user or computer information is
unavwailable

[ ok ][ cance | oK ] Cancel ]

7. select -tab Authentication > ‘Properties’ of SecureW2 8. Choose Configure ‘HAN Wireless Connection’

9. Check all 4 tabs.
HAN Wireless Connection [E HAN Wireless Connection

& &

SecureW?2 SecureW?2

Connection ]Certificates ; Authentication ] User account ] Connection  Certificates !Authentication i User account ]
- . 1 Werify server certififate il
1 Use alternate outer identity: =
Trusted Rook Ca:
[ se Ao rio ter ideniky
Enable session resumption fquick connect) [ 1 1
[ verify server name ‘

Cancel J

&dvanced [5]4 | Canecel ] Advanced

o]
HAN Wireless Connection rz| HAN Wireless Connection
@ O
SecureW2 SecureW2| [

Connection ] Certificates F\uthenticaﬁn lUser account ] Cannection ! Cettificates 1 Authentication  User account I

/14

Prampt user For credentials [

Select Authentication Method: J PR
HaMNaccount: | Your HaNaccount|

Password: !

Drormain: I

11 Ise this account ko logon computer v

Advanced o4 | Cancel Advanced Ok, I Cancel I

Method: PAP 10. Fill in your HANaccount and password.
Un-tick ‘Prompt user for credentials’
11. Advanced button
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SecureW 2 Advanced E|

&

SecureW

I Use alternate account ko logon computer =

Server certificate musk be installed on local computer [

Check For Microsoft Key extension |
Allow users ko setup new connections v
Lise empty outer identicy (RFC 48223 [

Renew IP address after authentication |

oK Cancel |

12. Close all of secureW2 configuration: Click OK->OK->OK.

Advanced

Metworks to access

() &y available network (access point preferred)

(#)ibecess point [infrastructure] networks onlyé

() Compuiter-to-computer [ad hoo) networks only

[] &utamatically connect ta non-preferred netwarks

Cloze

13. See screen 5. for reference: click button ‘Advanced’
- Select option ‘Access point (infrastructure) networks only’.
De-select all other options. ( These settings are essential for a flawless connection !)

Optional Information:

If you change your password don’t forget to change it here also!! Start with first step Problem solving.
After a few seconds the wireless connection will be established. If all fails see your local helpdesk.
Uninstall additional software that came with your wireless network card. Only install the wireless network drivers.

Some wireless network-cards have a power saving feature. This may cause wireless connection problems. To prevent
this you can modify this behavior. See your documentation and set the wireless network card to maximum performance.

Use a recent Virus scanner and firewall.



