Requirements: Microsoft Windows VISTA and user-id HAN-Account a.k.a. HANDS account.

Get ‘'securew2 v3.2.0 for Windows Vista’ from http://www.han.nl/insite/ict Choose ‘Producten en Diensten’ ->
‘Handleidingen & instructies’ = ‘Wireless networking / printing in Arnhem and Nijmegen’. Download or open
SecureW2_TTLS_VISTA_HANVv.01.zip Follow next instructions steps. After installation system has to reboot!

1. Double click SecureW2_TTLS_320_VISTA_HANvO0.1.zip. Unzip (copy-paste) all files to a sub-directory.
2. Double click SecureW2_TTLS 320 VISTA.exe
3. Click on Run

User Account Control @
o~
|\Ij An unidentified program wants access to your computer

Don't run the program unless you know where it's from or you've used it

befare.
[i—;l SecureW2_TTLS_320_VISTA.exe
_E Unidentified Publisher

i< Cancel

[ don't know where this pregram is from or what it's for.

2+ Allow
[ trust this program. [ know where it's frem or I've used it before,

() Details

User Account Contrel helps stop unautherized changes to your computer,

4. User Account Control popup with warning. Select ‘Allow’.

5. Select your preferred language. ‘English’, ‘Nederlands’ or ‘Slovenski jezik’. Then click OK.
6. Welcome message Information. Click “Next”.

7. License Agreement. Click on "I Agree”.

8. Components to install. Click on “Install”.

% SecureW2 TTLS Client 3.2.0 for Windows Vista Setup =] = =
O Completing the SecureW2 TTLS
\_/ Client 3.2.0 for Windows Vista Setup
— - .
S ecure W2 Your computer must be restarted in order to complete the

installation of SecureW2 TTLS Client 3.2.0 for Windows
Vista. Do you want to reboot now?

© Reboat o

U Twant to manually reboot later

Ak Additional information is required to connect to han.

= Click to provide additional information and connect

<ok |loim] [ conce D:ESFCIIII'JP e ok *EERH: d
9. Click “Finish”. System reboots and 10. After reboot you see in lower-right corner a popup ( wait a few
SecureW2 is installed. seconds ). Click on this popup and a login window appears.
SecureW2 3.2.0 Wireless -HAN- ==

11. SecureW2 login window: fill in your HAN-account (a.k.a.
O HANDS account) and password
\—/.. 12. Don’t forget to check the ‘Save user credentials’ option.
SecureW2

HAMDS-ID: | Your HAM-Account

Passward: | ““““““““““ 12
Domain: | F—
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Problem solving:

2. ‘Connect to a network’.
3. Select ‘han’ and choose “Connect”.
4. repeat (as described) steps 10., 11. and 12.

Check your han-account and password and configuration. Perform next check.

Check this computer's security status

Firewall

. Network and Internet

| Connect to the Internet
View network status and tasks
Set up file sharing

Hardware and Sound

Printer
Mouse

Praograms
Uninstall a program

Recent Tasks Change startup pregrams

View network status and tasks .
Moabile PC

@ Allow a program through Windows

Play CDs er other media automatically

O‘@- » Control Panel » BN
© File Edit View Tools Help
-
= Control Panel Home B Tl 1
PR System and Maintenance User Accounts .
ezl Get started with Windows @ Add or remove user accounts
Back up your computer
P Appearance and
Security % PPP o P
Check for updates it

Change desktop backgroun,
Change the color sc
Adjust screed

ock, Language, and
Region

Change keybeards or other input
methods

# Ease of Access
Let Windows suggest settings

Optimize visual display

m

— Additional Options
=

v\ﬂ + Control Panel » Netwark and Sharing Center

w | ¥4 | | Search b
| |

. Fle Edit View Tooks Help

=t Netwark and Sharing Center

View computers and devices

Connect to a network

Manage wirele ks P = E

Set up a connection or network =
LT500053

Internet
Manage network connections (Thiz computer]
Diagnose and repair
!.- Not connected
Wireless netwerks are available.
Connect to a network
Seealso
Internet Options
Windows Firewall
2. Select ‘Manage wireless networks’.
HAN / SU ICT vO0.1 5-6-2007

— T

1. If this popup does occur then right-click the wireless network icon
with the red cross (taskbar lower-right corner).
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=)

—
{ Ju ‘:dﬂ] <« Metwork and Internet » Manage Wireless Networks

File Edit View Tools Help

'|"1»| ‘ Search

2|

Manage wireless networks that use (Wireless Network Connection)

can also add or remove network profiles.

E;El Add == Remove qﬂy Move down f@ Adapter properties 3, Profile types
Metworks you can view and modify (2)

h

1 item selected

Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You

v+ Network and Sharing Center (7]

.-. han Security: 8021x Type; Any supported

= 7104 Security: WF rsonal Type: Any supported
L Wy

Automatically con..

3. select ‘han’ -> right-click ‘han’. - select “Properties”.

han Wireless Network properties

Connection | Security

Mame: han

S5ID: han
Metwork Type: Access point

Metwork Availability:  All users

[#]Connect automatically when this network is in rangs

[] Connect to a more preferred nety

rk if available
[ Connect even if the netwaork is not broadcasting

[ OK J [ Cancel ]

4. Check tick ‘Connect automatically...” un-tick others
- choose -tab- ‘Security’.

User Account Control == |
@ An unidentified program wants access to your computer

Don't run the program unless you know where it's from or you've used it
before.

. 1 SecureW2_TTLS 320 VISTA.exe
Unidentified Publisher

+ Cancel

Iden't know where this program is from or what it's for,

2+ Allow

Itrust this program. Tknow where it's from or I've used it before.
(%) Details

User Account Centrol helps stop unauthorized changes to your computer,

6. User Account Control popsup with warning. Choose ‘Allow’

HAN / SU ICT v0.1 5-6-2007

han Wireless Network properties

Connection | Security

Security type: [802. 1x ]

Encryptlion type: ['u'u'EP X ]

Choose a network authentication method:
[securewiz TrLs

V][ Setlings...

= Cache user information for subseguent connections
to this network

[ OK J [ Cancel

]

5. Check ‘Security type:’ 802.1X and ‘Encryption:” WEP

- Select ‘Settings...".
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7. Select Profile ‘Han Wireless Connection’ = ‘Configure’

SecureWW2 Profile: HAM Wireless Connection @
S W2
Connection | Certificates | Authentication User account ] P
Prompt user for credentials [ /
HAMNDS-ID: J Your han-account
N P
Domain: J
Use this account to logon computer v
Advanced oK | Cancel ‘

7. —tab- “User account - Fill in your han-account and password.

8. Un-tick ‘Prompt user for credentials’

9. Close all of secureW2 configuration: Click OK->OK->OK.

Optional Information:

If you change your password be sure to change it in secureW2 also! Start with first step Problem solving.

After a few seconds the wireless connection will be established. If not then check your password or try the procedure

once again. If all fails see your local helpdesk.

Uninstall additional software that came with your wireless network card. Only install the wireless network drivers.

Some wireless network-cards have a power saving feature. This may cause wireless connection problems. To prevent

this you may want to check and modify

this:

Control Panel (Home) > Mobile PC > Power Options - Change battery settings

- If the powerplan is ‘Balanced’ or ‘High performance’ then you have nothing to do.

- If the powerplan is ‘Power saver’ is choosen then select ‘Change plan settings’ >
Select ‘Change advanced power settings’ > select ‘Wireless Adapter Settings’ = Select

- On battery: ‘Maximum Performance’
- Plugged in: ‘Maximum Performance’

@ Power Options ®

Advanced settings |

\ Select the power plan that you want to customize, and
@ then choose settings that reflect how you want your
computer to manage power.

¥ Change settings that are currently unavailable

IHigh performance [Active] .

& Additional zettings -
@ Hard disk
= Wireless Adapter Settings

m

i Clioyed Maximum Peformance »
UL AT Maximum Performance
@ Sleep Low Power Saving

5 5 Medium Power Saving
[F] USB settings NMaximum Power Saving
# Power buttons and li

m PCT Fenress

I Bestore plan defaults

l QK ] | Canicel Appl




