Installation guide for SecureW2 software to get access to the wireless network of HAN University
Requirements: Microsoft Windows VISTA and user-id HANaccount

You will find the software (and this documentation) on www.han.nl/insite/ict/english. From here choose:
Service = Facilities/Manuals = HANwireless - Manuals and software wireless networking and printing

The installation process is straightforward: Click on ‘SecureW2_EAP_Suite_ HAN'. In the ‘File Download’ box click Run.
After installation system has to be rebooted!

User Account Control [==]
=
l\_w An unidentified program wants access to your computer

Don't run the program unless you know where it's from oryou've used it
before,

|i ] SecureW2_Suite_han_v102 exe
Unidentified Publisher
* Cancel

I don't know where this program is from or what it's for,

+ Allow
I trust thi:%rcgram. I know where it's from or I've used it before,

¥ Details

User Account Contrel helps stop unautherized changes to your computer,

1. User Account Control pops up with a warning. Select ‘Allow’.

2. Select your preferred language. ‘English’, ‘Nederlands’ or ....... Then click OK.
3. Welcome message Information. Click “Next”.

4. License Agreement. Click on "l Agree”.

5. ‘Choose Components EAP-TTLS’ (is default). Just click on “Install”.

= SecureW?2 EAP Suite 1.0.6 for Windows Setup o= =
O Completing the SecureW2 EAP
\_/ Suite 1.0.6 for Windows Setup
— . -
SOCUIEWV2 1o omise st et i s conpes e
1

installation of SecureW 2 EAP Suite 1.0.6 for Windows, Do
you want to reboot r

@) Reboot now

") I want to manually reboot later

X

A« Additional information is required to connect to han.

= Click to provide additional information and connect

[ammshirg] [ conce "::.h[l"esk"tﬂp e W *j ER '1’ .
6. Click “Finish”. System reboots and 7. After reboot you see in lower-right corner a popup ( wait a few
SecureW2 is installed. seconds ). Click on this popup and a login window appears.
SecureW2 EAP Suite v1.08 Wireless -HAN- 23]

&

SecureW?2

Enter your HAMaccount and password:

HaMaccount: | Your HAMaccount

Password: | xxxxxxxxxxxxxxxxxxxx /
Domain: | /
¥ Save user credentials

OK | Cancel J

8. SecureW2 login window: fill in your HANaccount and password.
9. Don't forget to check the ‘Save user credentials’ option!
10. After a moment the connection is setup and ready for use. Enjoy.
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Next part is only for problem solving:

2. ‘Connect to a network’.
3. Select ‘han’ and choose “Connect”.
4. repeat (as described above) steps 7, 8 and 9.

1. If the network icon appears with a red cross then right-click it.
(taskbar lower-right corner)

Check your HANaccount and password and configuration. Perform next check.

(=8 5]
-[& ]l P

<[ » Control Panel »
[=]

File Edit View Tools Help

» Control Panel Home
User Accounts

@ Add or remove user accounts

System and Maintenance
Get started with Windows
Back up your computer

Classic View

Appearance and
Personalization

Change desktop background
Change the coler scheme

Security

Check for updates

@l progrem

Firewall Adjust screen resolution

" Clock, Language, and
L Region

Chenge keyboards or other input
methods

L

Set up file sharing

Ease of Access
Let Windows suggest settings
Optimize visual display

Hardware and Sound

Play CDs or other media automatically
Printer

Meouse

Additional Options
Pragrams
Uninstall 2 program B
Change startup programs

View network status and tasks

Mobile PC

1.Go from Start - Control Panel (control Panel Home) ‘View network status and tasks’. [ (Classic view ) ‘Network and

Sharing Center ]

2. Select ‘Manage wireless networks’.

[ol=EE

CEE

O-OP‘;: » Control Panel » Network and Sharing Center

File Edt View Tools Help

1et Network and Sharing Center 2

View computers and devices
Viewfull map
Connect to a network

Manage widess networts L&}r ‘ b
LT500053 Intemet
(This computer}

Setupa connection of network

Manage network connections

Diagnose and repait

L+ Not connected

Wireless networks are available.

Connect to a network

Seeako
intemet Options

Windows Firewall

===

- [ 41 |[ search 2]

() [« Hetwerk andTntemet » Manage Wireless Netwerks

File Edit View Tools Help

Manage wireless networks that use {Wireless Network Connection)

Windows tries to connect to these networks in the order listed below, To change the erder, drag 2 network up or down in the list. You
can alsc add or remove network profiles.

h Add == Remove J Movedown [ Adapterproperties @ Profiletypes 5% Network and Sharing Center @

Networks you can view and modify (2} “

E_j' han
=

-i' 204
»

Security: 802.1x Type: Any supported Automatically con...

Security: WPA-Personal Type: Any supported Automatically con...

1 item selected

3. Select ‘han’ -> right-click ‘han’. > select “Properties”.
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han Wireless Network pmpertlés

Connection | Security

Mame: han
SSID: han
Metwork Type: Access point

Metwork Availability:  All users

[ onnect automatically when this network is in range:

[ Connect ta a more preferred network if available

[ Cannect even if the network is not broadcasting

Lox JI

Cancel ]

4. Check tick ‘Connect automatically...” un-tick others
- choose -tab- ‘Security’.
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i i SecureW2 Configuration 3
han Wireless Metwork properties =R 9 |__
Security type: [802. bk —]
Encryption type: [WEP v]

SecureW?2

4.0.0(17)
Prafile

Choose a network authentication method:

[Authorid: 29114 SecureW2 EAP-TTLS || Settings... |

Profile: |H;'-\N Wireless Connection vi
Fl Cache user information for subsegquent connections
to this network

Mew | Configure g Delete |

K. | Cancel |
[ Ok ] [ Cancel
5. Check ‘Security type:’ 802.1X and 7. Select Profile ‘Han Wireless Connection’ - ‘Configure’
‘Encryption:’ WEP’ - Select ‘Settings...". 8. Check next five SecureW2 screenshots....
6. User Account Control pops up with warning.
Choose ‘Allow’
" SecureW2 Profile: HAN Wireless Connection =1

SecureW2 Profile: HAN Wireless Connection ==
O O
SecureW?2 SecureW2

Connection | Certificates I Authentication i User accountl Connection Certificates | Authentication | User accounti

I Verify server certificate

I~ Use alternate outer identity:

% Use anonymous outer dentity

(@l

Trusted Rook CA:

v ouber jdentity;

Enable session resumption {quick connect) [ Add CA Remowe CA

[T Wetify server name:

Advanced | QK | Cancel l

Advanced I oK I Cancel |

SecureW2 Profile: HAN Wireless Connection =

" Securel2 Profile: HAN Wireless Connection ==l

SecureW?2 SecureW?2

Connection | Certificates  Authentication ILlser account!

Connection | Certificates I Authentication User account |

Prompt user for credentials [
Select Authentication Method: I PAP

;l HAMNaccount: |Your HANaccount \
EAF Tvpe: I ‘:]

e B

Configure

Domain: |

Use this account to logon computer W

11

N

N\
Advanced | OK | Cancel Advanced I

oK I Cancel l

9. -tab- “User account - Fill in your HANaccount and password
10. Un-tick ‘Prompt user for credentials’
11. Advanced knop
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SecureW2 Configuration Advanced =]

&

SecureW

1 Use alternate account to logen computer

Server certificate must be installed on local computer T
Check for Microsoft Key extension
Allow users to setup new connections v

s empty outer identity (RFC 4322) [

oK ‘ Cancel ‘

12. Close all SecureW2 configuration: Click OK->OK->OK.

Optional Information:

- If you change your password be sure to change it in secureW2 also! Start with first step Problem solving.

- After a few seconds the wireless connection will be established. If not, then check your password or try the procedure once
again. If all fails see your local helpdesk.

- keep your Laptop OS and virusscanner up to date!

- Uninstall additional software that came with your wireless network card. Only install the wireless network drivers.

- Some wireless network-cards have a power saving feature. This may cause wireless connection problems.
To prevent this you may want to check and modify this:
Control Panel (Home) - Mobile PC - Power Options - Change battery settings
- If the powerplan is ‘Balanced’ or ‘High performance’ then you have nothing to do.
- If the powerplan is ‘Power saver’ is chosen then select ‘Change plan settings’ >
Select ‘Change advanced power settings’ > select ‘Wireless Adapter Settings’ = Select
- On battery: ‘Maximum Performance’
- Plugged in: ‘Maximum Performance’

5 Power Options 7| [

Advanced ssttings |

; Select the power plan that you want to customize, and
@ then choose settings that reflect how you want your
computer to manage power,

rj_:'? Change settings that are currently unavailable

[High performance [Active] .

@ Additional settings
@ Hard disk
= Wireless Adapter Settings
E Power Saving Mode
DI'I ha‘ﬂéfy‘lé' Maximum Performance =
=11 BTt Maximum Performance
Low Power Saving ‘

@ Sleeg
= P Medium Power Saving

e USE settings Maximum Power Saving
@ Power buttons and lid

@ POT Fynress

[ Bestore plan defaults

[ QK J I Cancel App

HAN /SU ICT v0.3 7-7-2008 4/4



